
Our company is looking to fill the role of vulnerability analyst. Thank you in
advance for taking a look at the list of responsibilities and qualifications. We look
forward to reviewing your resume.

Responsibilities for vulnerability analyst

Recommend solutions to remediate issues identified from application security
testing
Manage the life cycle of application security vulnerabilities, from identification
to validation and remediation
Manage policies in application security preventive and detective tools
Develop a formalized threat and vulnerability management program including
a fully accessible and manageable CMDB / inventory of assets (or a
combination of such systems resulting in this capability)
Enhances the current patching standards and processes and cover
vulnerabilities across all system assets (operating systems, applications,
mobile apps, phones, network systems like routers and switches, all other
company systems)
Tracks the CVSS DB entries and receives daily alerts from several external
sources (including but not limited to the NRF-ISACs, InfraGard, CERTs, ext
Partners with the other security functions and IT to understand the data flow
across systems to understand the exposure risk and attack surface for a
specific vulnerability to prioritize actions and risk responses
Proactively establishes good working relationships with external sources and
other key parties
Perform regular security analysis of items assigned management
Fulfill risk assessments around vulnerability and threat management and
supports the risk assessment process and documents findings in the risk
register
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Knowledge of common attack methodologies
Proficiency in the use of manual and automated techniques for scanning,
vulnerability, and penetration testing of networks, applications, operating
systems, databases, and email systems
Sound knowledge of network protocols, operating systems and management
systems with hands-on experience
Knowledge of TCP/IP networking and standard protocols (FTP, SMTP, HTTP,
SNMP)
Interactions, hand-offs
Works with Security Architecture to establish and document standard security
policies and procedures


