
Our company is growing rapidly and is looking to fill the role of systems security
engineer. We appreciate you taking the time to review the list of qualifications and
to apply for the position. If you don’t fill all of the qualifications, you may still be
considered depending on your level of experience.

Responsibilities for systems security engineer

Develop, test, & implement secure host or device FW
Work with third parties and internal teams to develop security architecture
and provide guidance for deployment of new technologies and integration
with existing technologies
Extensive experience in OS hardening
Resolve security incidents & tickets generated from the Security Operations
Center
Deploy, manage and maintain security systems and their corresponding or
associated software, including firewalls, intrusion detection systems, file
integrity monitoring , web application firewalls, cryptography systems, and
anti-virus software
Perform threat hunting of log data and network traffic for unusual or
suspicious activity
Monitor Vulnerability Management Lifecycle
Improve security efficiency, streamlines work processes and works
collaboratively with IT department personnel to accomplish objective
Good knowledge of Local Area Networking technologies such as TCP/IP,
configuration and security of switches, routers, wireless, firewalls, load
balancers, web proxies, web application firewalls and VPNs
Ability to resolve security issues in diverse and decentralized environments

Example of Systems Security Engineer Job
Description
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Working knowledge of application and infrastructure security
Experience in systems integration & test
Linux and Windows experience, especially as a sysadmin
Good communication skills, Able to interact with customer & handle
independently, Good written and verbal communication in English is must
Must be committed to developing and adhering to best practices
Must be a solutions-oriented team player, and must possess a high level of
self-initiative


