Example of SOC Analyst Job Description
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Our innovative and growing company is searching for experienced candidates for
the position of SOC analyst. To join our growing team, please review the list of
responsibilities and qualifications.

Responsibilities for SOC analyst

» Update infrastructure with newly deployed CA certificates

e Update existing processes and policies around PKI

e Successful handling of Security Events and Incidents

e Recognition as an Information Security professional

o Keeping up to date with latest industry knowledge and trends

e Handles initial investigation of DDoS, Malware related alerts (JavaScripts,
*.php)

e Handles initial investigation of Malware related alerts (JavaScripts, *.php )

e Monitoring and responding to security events from SIEM

e Respond in a timely manner (within documented SLA) to support tickets

» Be available, ready, and able to promptly handle incoming support calls in
support of our contractual customer SLA's

Qualifications for SOC analyst

¢ Intermediate level presentation and written and verbal communication skills

o Experience with HPOpenview, HP Insight, NetlQ, Lotus Notes and Clarify is a
plus

e Experience in a Network Operating Center is a plus

e Bachelor's degree preferred and 2-4 years of experience of related
experience and/or equivalent combination of education and experience

e Understanding of electronic investigation and log correlation Proficiency with
the latest intrusion detection platforms






