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Our company is searching for experienced candidates for the position of senior
security engineer. Please review the list of responsibilities and qualifications. While
this is our ideal list, we will consider candidates that do not necessarily have all of
the qualifications, but have sufficient experience and talent.

Responsibilities for senior security engineer

e Respond to monitors and alerts by leading investigations to security events

e Perform in a leadership role for Incident Management teams when requested

e Support all company directed initiatives and projects related to the Security
Monitoring areas to include all compliance issues

e Become an advocate for security

e Maintains and improves key elements of the Security Program through the
implementation of security tools, processes, and procedures operation of
existing tools and controls

e |dentify process improvement needs related to design practices, secure
coding guidelines, supplier/component security, vulnerability intake and
management, threat mitigation, and testing

* l|dentify, pilot and deploy process changes, associated software tools, and
training to ensure effective and efficient compliance across all affected staff

e Participate in product design reviews and perform security risk assessments

» Support implementation, development, enhancements, and modifications to
software source code, scripts, and procedures

e Contribute to and support a variety of test efforts penetration tests, fuzz
testing, internal and external audits and certifications, and coordinate

remediation work as necessary

Qualifications for senior security engineer



Bachelor’s Degree in Computer Science or Engineering, Management
Information Systems, or a related technical field

4-year degree or job-related certification required with advanced degree or
additional certification preferred

You have excellent knowledge of Networking Protocols (TCP/IP, SNMP, DNS,
DHCP, ISCSI)

You have excellent communication skills to communicate system proposals to
IT-management and customers

Hands on experience in designing and documenting HLD, LLD for network
security transformation projects Bit Locker, Safeguard and safe end



