
Our company is looking for a senior security engineer. Thank you in advance for
taking a look at the list of responsibilities and qualifications. We look forward to
reviewing your resume.

Responsibilities for senior security engineer

Demonstrated experience in communicating effectively in written and spoken
form to broad internal and external entities including non-technical
executives, corporate officers, business colleagues, product and service
vendors and internal/external peers
Aptitude to quickly learn in dynamic fast paced business environment
Ensures the confidentiality, integrity and availability of cloud environments,
host computers, servers, databases, laptops, firewalls and other devices for
secure data storage and transfer
Troubleshoot and repair information security tool implementations and
performs root cause analysis
Complete, deliver, and maintain security/compliance documentation for
internal and external consumption
Stay abreast of security best practices and technologies, and foster the
growth of team members by providing, training, guidance and mentoring
Configure existing technologies in an effort to solve operational issues
Cloud security, as we are entering a new era we need to develop new
standards to address the various security challenges that accompany
leveraging the cloud
New common network security standard which includes policies, security
review process and standards for routers, firewalls, switches, and wireless
access points
Vulnerability assessment tooling and reporting to be at the core of our
application and systems deployments
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A client-focused approach as demonstrated by the ability to implement
Information Security/Networking best practices and procedures
Proven experience working in an environment that is certified and compliant
with globally recognized Security Framework / Information Security
Management System (NIST SP 800-53, ISO27001, HIPPA, SOX, PCI)
Advanced understanding of Caching/Proxy/AV devices
Advanced understanding of Global/Local load balancing devices
Advanced understanding of SSL devices
Vendor certifications such as Checkpoint CCSA/CCSE, Palo Alto certifications
Fortinet certifications or Proxy/Bluecoat certifications


