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Our growing company is searching for experienced candidates for the position of
security & privacy. To join our growing team, please review the list of
responsibilities and qualifications.

Responsibilities for security & privacy

e Provide regulatory risk advice ongoing information about new and changing
regulatory developments

e Support projects from CGI Federal’s Baltimore office and project offices
outside of the Metropolitan Washington-Baltimore area (some travel may be
required)

e Manages the design, development, implementation, and operations of all
security technologies for business unit's information security functions

» Support the functions with economic justifications of build vs

e Assists department managers in selection and setup of applications for their
usage

e Responsible for interpreting privacy and security regulatory guidelines for US
and international agents and guiding the organization on implementation for
meeting

e Communicate in a concise and effective manner changes to be implemented
to the organization

e Main point of contact for incident management, incident response
management, triage and reporting

 Facilitates a privacy framework in accordance with regulatory standards

e Review documentation for conformance to a set of security requirements

Qualifications for security & privacy

e Establishes and develop staff through ongoing training programs, operational



Familiarity with HR Data Privacy concepts and general legislative provisions
IT security and network infrastructure background (Unix, Windows, MAC, )
preferred

Familiarity with backend databases like MS SQL, Oracle, MySQL
Experience in scripting languages like Python, Perl, Javascript, regular
expressions, Shell and PowerShell scripting



