Example of Security Principal Job Description
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Our company is growing rapidly and is hiring for a security principal. If you are
looking for an exciting place to work, please take a look at the list of qualifications
below.

Responsibilities for security principal

e Assist with the creation of enterprise security documents (policies, standards,
baselines, guidelines and procedures) under the direction of the Vice
President Global IT Services, where appropriate

e Participate in the annual reviews and updates of the enterprise Business
Continuity Plan and Disaster Recovery Plan, under the direction of the Vice
President Global IT Services, where appropriate

e Demonstrate mastery of six (6) areas of Technical Competency

e Mentor consultants in areas of expertise

e Lead large and complex engagements

e Perform final review on deliverables

e Advance the state of security in their areas of expertise

e Significant and meaningful contributions in the areas of research, account
management, or other organizational capability contributions

e Deliver consultancy to highest level in practice area

e Proactively identify and manage risks by executing early warning programs

Qualifications for security principal

e Must be self-starter, self-managed, responsive and dedicated, with a proven
track record of exceptional performance, high productivity and meeting
deadlines

» Assess security aspects of feature implementation and quality in product

releases



» Expertise in Information Security procedures
e Expertise in control frameworks and control objectives



