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Our company is searching for experienced candidates for the position of security
principal. Thank you in advance for taking a look at the list of responsibilities and
qualifications. We look forward to reviewing your resume.

Responsibilities for security principal

» Scope and author one-off engagement proposals

« Shift client interest from one-off to packaged offerings

e Convert professional opportunities, such as conferences, into engagements

» Differentiate our offerings/approach from competitors and sell past
objections

» Responsible for monitoring the effectiveness of Cloud's information security
arrangements

» Responsible for engaging with staff so they are aware of, and understand
their information security responsibilities as employees

e Provide thought leadership on emerging security threats, mitigation
techniques and trends

» Develop cross-company, globally-applicable policy positions on cloud security
and related topics strategies to help advance them in the U.S. and
internationally

e Learning to identify areas of IT risk in the client environment and
opportunities to help them to improve information security, and business
processes

e Assist with the planning and design of enterprise security architecture, under
the direction of the Vice President Global IT Services, where appropriate

Qualifications for security principal

e Able to develop innovative methods to solve challenging problems with



Flexible, able to maintain a positive attitude in a fast-paced constantly
changing environment

Maintain a highly visible profile, internally and externally (with vendors), that
promotes the Network and Security team

Experience with open source frameworks such as

Experience in using DevOps tools

Advise and guide other teams to ensure the development of secure software
and products throughout the software development life-cycle



