Example of Security Operator Job Description
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Our company is growing rapidly and is looking to fill the role of security operator.
To join our growing team, please review the list of responsibilities and
qualifications.

Responsibilities for security operator

» Life safety and emergency response

e A minimum of one (1) year of security related experience within the last 3
years in a pharmaceutical, laboratory, healthcare related environment

e Prior work experience with security systems, including access control
systems, alarm monitoring, closed circuit television systems ,
telecommunications systems, and video surveillance

» Run daily operations of Information Security platforms

e Develop/enhance related metrics

» Generate related weekly and ad-hoc reports

e Support secure-by-design and privacy-by-design architecture reviews

e Supporting Proof of Concept (POC) CASB implementations for prospective
clients

e Conducting cloud security analysis of prospective clients’ Cloud
platforms/environments

e Performing technical health checks for Cloud platforms/environments prior to
onboarding

Qualifications for security operator

e Handle security issues or emergency situations appropriately, and contact
local emergency responders

e Two or more years directly related work experience

e Security experience preferred



e Must have a basic knowledge of Windows operating systems and graphical-
user-interface computer desktop applications



