Example of Security Operations Engineer Job

Description
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Our innovative and growing company is hiring for a security operations engineer.
Thank you in advance for taking a look at the list of responsibilities and
qualifications. We look forward to reviewing your resume.

Responsibilities for security operations engineer

e Participates in research and evaluation of security solutions

e Develops security solutions using structured development methodology in
accordance with corporate standards and industry standards

e Provides timely and sufficient response to security incidents and assessment
services and documents findings

e Assists in defining processes to carry out all security operations and incident
response functions

e Helps improves data for operational metrics and progress reports from a
quantitative and qualitative standpoint

e Responds to security audits and assessments

« l|dentifies areas of existing policies and procedures that require change or
require new processes

e Provides on-call support 24x7x365, as required/scheduled

e Interfaces with other areas to support existing production systems and
implement new and enhanced systems in accordance with company strategic
architecture

» Provides specialized expertise to support other information technology
projects/activities

Qualifications for security operations engineer

» 1+ year of professional experience with SIEM



e Strong authentication
e Intermediate information security concepts
e Software development lifecycle and technologies



