Example of Security Operations Engineer Job

Description
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Our company is looking for a security operations engineer. Thank you in advance
for taking a look at the list of responsibilities and qualifications. We look forward

to reviewing your resume.

Responsibilities for security operations engineer

e Mentors and coaches other Security Engineers to provide guidance and
expertise in their growth

e They will function as a technical security subject matter expert and ensure
that the confidentiality, Integrity and availability of information systems are
maintained to protect customer, corporate and 3rd party data

» Take responsibility for risk assessment of our systems and solutions

 Take responsibility for maintaining secure infrastructure

e Auditing and organising the security testing of systems and infrastructure

e Manage vulnerability registry and ensure proper resolution

» Respond to attack notification or tickets with proper investigation and
escalation

 Build relationships with enterprise technology experts and business leaders

e Provide technical expertise and support to Operations management, and
staff in the implementation of security/protection technologies in relation to
network, systems, and applications

e Act as a security expert resource (SME) to Operations management and staff
in all phases of the development and implementation of projects

Qualifications for security operations engineer

e Working knowledge of industry security standards such as
1SO27001/1SO27002, NIST



e 1 year experience systems administration
1 year experience utilizing agile methodologies - fail fast
e Cloud Delivery or Data Center operations - at least 2 years experience



