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Our growing company is looking to fill the role of security operations center. To
join our growing team, please review the list of responsibilities and qualifications.

Responsibilities for security operations center

o Develop and drive the development of innovative threat reporting operations
processes and tools from concept to delivery with a focus on the latest
innovations, virtualization and big data

» Oversee operations projects including budgeting, planning, implementation,
maintenance, administration, staffing and logistics

o Keen understanding of budgets and financials, and measuring business value
via leading-edge metrics

e Mentor, manage and motivate a high-performing team of senior
managers/analysts and/or senior professionals and set clear priorities to
achieve department goals

e Manage oversight of complex security operations processes based on a
combination of vendors, custom solutions, and internal resources

e Support adoption of new technologies and tools, and recommend capability
improvements to threat analysis and reporting operations

e Work closely with the Chief Information Security Officer to ensure that
information security and risk management are embedded within the culture,
requiring continuous improvement to a complex set of functions to
coordinate security and compliance risks related to information systems and
assets

o Drive coordination, consensus and execution to mitigate cyber risk issues and
emerging threats

e Analyze from a cost, capacity, and forecast perspective, and evaluate new
security communications operations technologies and applications



Qualifications for security operations center

e Certified Information Systems Security Professional (CISSP Certified
Information Security Manager (CISM)

e Bachelor’s degree (Journalism/Political Science/International Relations) OR
Associate degree with 2+ years’ experience in a related field

e Minimum 4 years of experience in doing intelligence analysis for the military,
federal government, or corporation

» Reviews, analyzes, and responds to security events triggered through the
security monitoring systems according to internal security procedures for
physical events

e Experience configuring and optimizing Network Management Systems

e Knowledge of L2VPN Technologies



