Example of Security Operations Center Job

Description
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Our company is hiring for a security operations center. Please review the list of
responsibilities and qualifications. While this is our ideal list, we will consider
candidates that do not necessarily have all of the qualifications, but have sufficient
experience and talent.

Responsibilities for security operations center

e Coordinate a timely and concise incident response with law enforcement,
league/club security, and other relevant league departments

¢ You will monitor our networks and logging systems along with system log
analysis

e Monitor the environment for anomalies and threats

e Collaborate with 3rd party IR responders

e Windows and Unix security vulnerability assessments

e Assist in the implementation of security strategies and solutions for studio
initiatives

¢ Rotate in handler duties

» Actively participate in projects and delivering assigned tasks on time

e Bachelor’s degree in Computer Science, Engineering, Information Security or
related field

e 2 + years of Information Security experience working in a SOC/IR

environment
Qualifications for security operations center
e Experience in IT (Information Technology) and an interest in IT Security

e A non-mandatory asset would be completion of a post-secondary educational
program in IT Security or Computer Sciences from a recognized community



» Exhibit the ability to work in a fast-paced and hectic work environment, ability
to prioritize tasks effectively

e Proven ability to conduct security analysis of critical system logs and network
protocols such as network flow data and full packet capture technologies

e Candidates must be able to work a flexible schedule within a 24x7x365
Security Operations Center (SOC) environment, may be expected to work
holidays



