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Our company is searching for experienced candidates for the position of security
management. To join our growing team, please review the list of responsibilities
and qualifications.

Responsibilities for security management

e Establish long-range security goals, define security strategies, metrics,
reporting mechanisms and program services

e In conjunction with other stakeholders, develop, implement and maintain
department policies and standards designed to maximize effectiveness and
minimize costs related to the acquisition, implementation and operation of
enterprise applications and infrastructure systems in a secure manner

e Educate EIS employees on security policies, changes to regulations and their
responsibilities

e Manage the Information Security Identity Management team and associated
systems and applications

o Assess the current federation and authentication environment and make
continuous improvements for alignment with future state architecture

e Ensure regulatory requirements and industry best practices are followed

e Integrate IAM systems with in-house applications, third party applications and
SaaS$ applications for provisioning, identity authentication, and developing
connectors between IAM tools and system resources

e Work closely with Identity Access Management (IAM), Security Operations,
Risk Management, Application owners, and Product managers to drive the
identity strategy

e Drive the Privilege Access Management strategy and manage the PAM
technology deployment and support

e Work with vendors and third parties to evaluate new products, features and
solutions



Degree in Information Security with a minimum of 5 years in the relevant field
Strong interest in cyber security, and constantly updated with the latest cyber
security events, trends and conferences

Exceptional written and verbal communication and presentation skills
necessary to work with cross-enterprise and cross-functional teams

Key contributor in initiating new processes for managing security compliance
in the account

Minimum of Bachelor’s degree or international equivalent

Extensive years of related experience required including either law
enforcement, preferably federal, and/or corporate security, with
demonstrated understanding of cyber security issues, preferably within a
large digital company



