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Our company is growing rapidly and is searching for experienced candidates for
the position of security management. To join our growing team, please review the
list of responsibilities and qualifications.

Responsibilities for security management

e Develop and maintain a keen understanding of intellectual property,
particularly software related, and critical assets within the business, and any
vulnerability to loss, and working with the business CISO, ensure effective
controls are implemented

o Develop business and corporate policies and procedures regarding SCM in a
new business, and ensure policies are compliant with federal, state, corporate
and international regulations

e Analyze and identify adverse activity based on actionable intelligence, and
preparation of threat and risk assessments, to mitigate reputational and
financial risk

e Serve on or lead collaborative, cross-functional internal committees external
work groups to address physical security, crisis management and business
continuity, workplace violence prevention, intellectual property protection,
investigations, fraud, and product security

e Prepare well-written comprehensive reports and executive summaries for
senior management and legal counsel for disciplinary and prosecutorial
actions

e Prepare compliance reports, perform risk assessment and improve the
compliance of internal procedures, controls and documentation

e Promote compliance awareness internally

e Keep company updated on relevant new or revised regulations and policies

o Take charge of investigation or handling actual and potential compliance
breaches



Qualifications for security management

o Relevant work experience in leading an Access Management Operations
team

» Relevant work experience in Access Management with a deep understanding
of RBAC/ABAC operations

» Knowledge and experience in Access Management Controls for
Unix/Windows/Databases and applications

e Very Strong communication skills in both written and verbal areas

e Knowledge of Security and technology standards (e.g., infrastructure,
architecture, processes, applications)

o CISSP designation or other security designations would be an asset



