
Our innovative and growing company is looking for a security lead. Thank you in
advance for taking a look at the list of responsibilities and qualifications. We look
forward to reviewing your resume.

Responsibilities for security lead

Build out of a system of record to model team, role and coverage
assignments
Engineer platform API’s and integrate with the firms workflow platforms
Integration and fulfillment of entitlements into Active Directory and
downstream systems such as Power Broker
Development of audit and access certification tools
Development of toolset to manage migration of servers from legacy access
management solution
Development of credential vaulting solution for App 2 app authentication
Good understanding of Linux, VmWare
Define deployment plan of future security changes such as acumen
architecture and DS rolls for test and operational efficiency in terms of
budget, schedule and resource availability and influence strategy accordingly
Develop and implement the change management process with respect to
recipe management throughout the lifecycle (cradle to grave) and
management of proto material in HW and supplies in partnership with the
Carnac and individual NPI program teams
Appropriately flag strategy issues which may impact the business at the
appropriate time

Qualifications for security lead

Demonstrated experience conducting information system security controls
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control requirements, determining if the artifacts provided are sufficient, and
recommending remedial actions to the customer to ensure compliance
Previous experience creating all necessary Certification and
Accreditation/Security Authorization documentation
Able to manage multiple systems depending on the size and complexity
Demonstrated ability to deliver work related to security governance, strategy
and risk
Strong understanding of industry standards and frameworks, including ISO
27000 series, NIST 800 series, COBIT
Knowledge of Application Security and Application Threat Modeling


