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Our company is searching for experienced candidates for the position of security
lead. We appreciate you taking the time to review the list of qualifications and to
apply for the position. If you don't fill all of the qualifications, you may still be
considered depending on your level of experience.

Responsibilities for security lead

 To participate in the Local Crisis Management Team, coordinating, training for
managing crises (BCP, table top exercises, ), and communications across local
affiliates during actual events

 Revise policy & controls for IT/Cyber

e Review regulatory guidance and conduct risk assessment

e Influence improved accreditation boundary risk posture & assessment results

e Conduct end user cyber security training of new or modified project portal
functionality & management presentation

e Provide support related to integration assessment and internal/external
surveillance

e Ensure that internal controls are effective in both design and operation and
that they provide reasonable assurance that information is reliable, timely and
complete

e Coaching and developing team of consultants and security analysts

e Establishing return on investment and business process improvements for
investments in security programs and technologies

e Protect computer assets by helping to develop security strategies

Qualifications for security lead

e Design, develop, and maintain unique computer security tools and techniques

for conducting computer security evaluations and risk assessments



Ensure IT systems have all security controls in place and functioning properly
in accordance with NIST 800-53A publication

Evaluate/analyze vulnerability results

Assist with external/internal audits for designated systems

Report incidents within the timeframe prescribed by policy for incident
response



