
Our innovative and growing company is looking for a security intelligence analyst.
To join our growing team, please review the list of responsibilities and
qualifications.

Responsibilities for security intelligence analyst

Determine indicators of compromise (IOCs), and develop detection measures
for the same
Create actor group profiles and additional threat intelligence based on
analysis of data, resulting in an understanding of adversaries and methods,
and driving pro-active hardening of targets
Present threat intelligence and data-driven arguments that successfully drive
change in the organization
Automate repeatable tasks that can be parsed out from human activity
Participate in the security incident handling efforts in response to a detected
incident, and coordinate with other stakeholders
Shift rotation will be required for this role
Analyse and evaluate intelligence information to support and inform decision
making in the prevention of security breaches and management of incidents
utilising Mercury and I2 databases
Provide advice and guidance to the Security Manager on current trends and
issues
Monitor prisoner communications in line with relevant local/national policies,
audit standards, LSS and the IOCCO requirements
To manage and collate all documentation submitted for prisoners to be
considered for closed visits and visitors banned as per Prison Service
Instruction

Example of Security Intelligence Analyst Job
Description
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Financial and operational acumen must be balanced by sound business
judgment and strategic insight
Must demonstrate a flexible nature, ability to change responsibilities
comfortably and be able to work in a creative environment
Must demonstrate an ability to synthesize large volumes of data quickly and
have a genuine passion for security, combined with an abundance of common
sense
Publish Actionable Intelligence alerts to L2 and L3 analysts for defined use
cases
Publish Situational Awareness alerts to L2, L3 and SIEM Admin/Integration
Engineer for use cases
Ability to work independently part of a team and train other team members


