Example of Security Director Job Description

Powered by www.VelvetJobs.com

Our company is hiring for a security director. To join our growing team, please
review the list of responsibilities and qualifications.

Responsibilities for security director

e Assures the hospital is in compliance with regulatory agency requirements

e Plans and schedules fire, safety, and code pink drills

e Coordinates parking arrangements for all departments and employees

e Supervises all employees in the Security Department

e Oversees medical facility’s interaction with U.S Postal Service

e Oversees HSE (Health, Safety and Environmental) plans, playbooks and
procedures for the geographical region of responsibility

e Analyzes and improves availability, efficiency, capacity, scalability, security
and performance of systems

e Documents and maintains information related to the information security
program

e Manage, monitor, and oversee coordination of internal and 3rd party audits,
review including allocating assignments and work load to best utilize
resources, meet service objectives, and deliver quality customer service

e Mentors and serves as the point person for team members to lend expertise
and provide support for day to day activities assigned projects

Qualifications for security director

e Hands on experience with the containment of security vulnerabilities

e Experienced in, and able to formulate, the effectiveness and benefits of
security containment initiatives in the context of overall business risk
mitigation, security posture, and the company’s operational objectives

e Minimum eight (8) years of information security experience in increasing



e Law and Government - Knowledge of laws, legal codes, court procedures,
precedents, government regulations, executive orders, agency rules that
apply to job (e.g., OSHA, EPA, ADA, CFC, NFPA, ASI)

e Proven experience of leading a dispersed, multi-site team

e Strong working knowledge of information security technologies, markets and
vendors including firewall, intrusion detection, assessment and monitoring

tools, encryption, certificate authority, and cloud networks



