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Our company is growing rapidly and is searching for experienced candidates for
the position of security & compliance. Thank you in advance for taking a look at
the list of responsibilities and qualifications. We look forward to reviewing your

resume.

Responsibilities for security & compliance

e Ensure that all Nespresso Switzerland partners and third-party providers
comply with Nestlé Information Security Policies & Principles

e Access re-certification for HR systems

e Actively coordinates the internal and external audits

e Ensures an adequately staffed and trained guard force and directs their
activities

 Assists, advises, and guides all departments and/or Corporate Security
regarding security regulations and procedures or compliance regulations and
procedures

o Coordinates contacts with outside law enforcement agencies or outside
regulatory agencies

o Collaborate on security improvements to systems, networks and applications
by assessing current solution, performing gap assessments, anticipating
future requirements, and providing actionable recommendations

» Create architecture and provide security leadership of cloud, application,
identity and access management, end user device, and web services security
controls, configurations, and best practices

o Work with the ongoing mergers and acquisitions to ensure that they are
designed and migrated securely

« Participate in incident response activities and provide forensics data or
guidance as needed



Function as a key contributor for security configuration and A&A activities in
project delivery

5+ years of SCAP experience

7+ years of hands-on experience in STIG configuration implementation,
compliance, and remediation for network infrastructure, servers (Windows,
Linux, Unix) and workstations, mobile devices, printers

4+ years' experience with using RedHat Satellite Server to deploy patches,
software updates, and configuration deployment

Strong expertise in Active Directory security and Power Shell scripting
Experience with NSA system hardening guide



