Example of Security Compliance Specialist Job

Description
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Our growing company is looking for a security compliance specialist. If you are
looking for an exciting place to work, please take a look at the list of qualifications
below.

Responsibilities for security compliance specialist

e Interfaces with different technology teams business units to share the security
strategy to achieve higher levels of enterprise security through information
sharing and cooperation

e Interfaces with cross-functional teams (technology, business units,
Compliance, Legal, Risk, ) to share the security strategy to achieve higher
levels of enterprise security through information sharing and cooperation

e Updating the central ASCA tracker which includes all applications in scope

e Work with a variety of cross-functional teams to ensure compliance with laws,
regulations and policies

e Understanding of Windows and Linus environments, preferably within a large
distributed business

 Ability to conduct evidence collection using network and physical collection
protocols, experience in infrastructure log analysis and correlation and ability
to explain complex technical concepts to a non-technical audience will see
you secure this rewarding role

e Execute Information Assurance Vulnerability Management (IAVM) programs

e Key member of project team responsible for performing cyber security
assessments to support client cyber security programs

e Validate hardware configuration and software configurations via physical or
logical walk-downs

e Document findings in accordance with client procedures



Formal training and/or experience in risk management and computer system
validation space highly desired

Experience in development and/or support of large-scale computer systems
in the Pharmaceutical or Healthcare industry

Specific experience in a regulated environment with mastery knowledge of
the core principles and practices of Regulatory Compliance (SOX, GxP, 21
CFR part 11, Infrastructure qualification, application validation)

Thorough understanding of computer infrastructure and operations, including
cloud based solutions

Ability to work independently, manages multiple priorities, and work in an
unstructured environment

Strategic thinking, leadership and relationship management with a
demonstrated ability to operate at senior/executive levels of a large

international corporation



