
Our growing company is searching for experienced candidates for the position of
security analyst. We appreciate you taking the time to review the list of
qualifications and to apply for the position. If you don’t fill all of the qualifications,
you may still be considered depending on your level of experience.

Responsibilities for security analyst

Assist in managing and deploying large-scale security projects and initiatives
across the organization
Assist in evaluating and developing the security controls for IT solutions of all
types (mobile, web, client-server, etc) both pre-  and post‐implementation
Assist in performing technical assessments and penetration testing of
internally-  and commercially- developed applications (web, desktop, and
mobile), systems, and medical devices
Assist in managing short term and long term project assignments for
remediation efforts and secure technology deployments
Participate in information security incident response, forensic investigation
efforts, and malware analysis processes and assists in developing corrective
actions and preventative measures for security incidents
Assist in developing technology documentation, website publishing and
technical documentation as needed per project
Assist with the coordination of internal and external stakeholders (including
internal and 3rd party application developers) to recommend and help with
security vulnerability remediation efforts
Assist in developing and providing procedural and technical security guidance
to facilitate the implementation of IT solutions
Provide engineering support and oversight of various technologies including
but not limited to
Effectively applies knowledge and skills of analysis, business processes, tools,
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Qualifications for security analyst

Must have basic understanding of Global/Local load balancing devices
Must have a basic understanding of VPN devices
Must have a basic understanding of SSL devices
An understanding of Internet protocols such as UDP, ICMP, DNS, SMTP, POP,
HTTP, and SNMP
ITIL Certification required (or must obtain within first month of hire)
Internal applications should be familiar with ESP, ETMS, SMARTS, Tier1 -
Espresso and Concord


