Example of Security Analyst, Senior Job Description
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Our innovative and growing company is looking for a security analyst, senior. To
join our growing team, please review the list of responsibilities and qualifications.

Responsibilities for security analyst, senior

e Support Secure Web Gateway solution

e Support Log Management and Security Incident and Event Management
(SIEM) application

e Troubleshoot and successfully close security tickets within predetermined
service delivery agreements (SLA)

o Communicate and, as appropriate, escalate security issues or gaps to Security
team, IT Operations or Vendors and follow-up until resolution

e Work closely with Security Engineer and assist with remediation efforts from
scans and assessments (internal and external)

» Promote security awareness and adoption of security standards and practices
to all staff members including vendors

e Remain current on emerging security risks, trends and technologies and share
with team

o Utilize standard Segregation of Duty (SOD) tools to validate user access
privileges and role assignments identifying any potential SOD risk

e Troubleshoot existing user roles, security objects, and authorizations to
resolve any security issues

« |dentify gaps in existing administration processes and procedures areas for

significant improvement, optimization, and automation
Qualifications for security analyst, senior

e OSupport requests to clients, staff and peer interactions
e OReporting, documentation, and investigation notes



 Sailpoint - Identity IQ experience (nice to have)
 Typically has five to seven years of IT experience



