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Our innovative and growing company is looking for a security analyst, senior. We
appreciate you taking the time to review the list of qualifications and to apply for
the position. If you don't fill all of the qualifications, you may still be considered
depending on your level of experience.

Responsibilities for security analyst, senior

» Serve as project manager/lead for IT security projects

e Evaluate, deploy and manage security products (SIEM, MDM, MFA)

e Develop and maintain IT security baseline and procedures

» Participate in 24x7 Information Security Incident Response team

e Assist IT with creating and testing disaster recovery procedures

e Regularly assess, track and manage necessary actions required to address
security related issues based on system logs, alerts, and reports

e Provides weekly status reports, including outstanding issues

e Undertake security data analysis and event tracking activities on a full time
basis, assigned to an enterprise, Australian Government client

e Maintain and operate Security Incident and Event Management tools
deployed across multiple environments

» Proactively configure, tune and operate Intrusion Prevention and associated
security systems to mitigate active and potential threats

Qualifications for security analyst, senior

e Understanding of NIST Special Publications and COV SEC Policies

o Create content (correlation rules, queries, dashboards, reports, ) in industry
leading SIEM tools, such as Splunk

e Bachelor’s degree in computer science, systems engineering, management

information system, or equivalent combination of education and experience



management)
e Advanced knowledge of IT service management processes and control

objectives (e.g., COBIT, COSO, ITIL)
e Advanced knowledge of information security frameworks, supporting
processes and control objectives (e.g., ISO, NIST, PCI-DSS)



