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Our growing company is searching for experienced candidates for the position of

SAP security consultant. Please review the list of responsibilities and qualifications.
While this is our ideal list, we will consider candidates that do not necessarily have
all of the qualifications, but have sufficient experience and talent.

Responsibilities for SAP security consultant

e Managing and delivering SAP transformation projects from the early planning
phase through the successful deployment

 Assisting clients in developing strategies to secure their SAP environment by
providing high value consultancy work

e Coordinating international teams of experts to bring the best value to our
clients

e Performing current state assessments of a client’s SAP infrastructure, develop
strategies and roadmaps for improvement and advise in further securing the
clients’ SAP configuration by combining your in-depth IT infrastructure
understanding with SAP’s application specific considerations

e Perform access control and design account security for information resources
within the SAP landscape that conforms to company process controls

e Advises on information security opportunities that can be utilized or adapted
to meet business area objectives in leveraging SAP related systems

» Develop, test and implement security plans, awareness communications,
products and control techniques for SAP application initiatives and
operational support

» Provides leadership in the evaluation, development and implementation of
security standards, procedures and guidelines for multiple platforms and
diverse systems environment (e.g., firm-wide, distributed, client server
systems, and e-applications) with a focus on the SAP environments

e Provides technical support and training to the Information Security staff and



e Investigate and recommend appropriate corrective actions for information
security incidents

Qualifications for SAP security consultant

o At least 5 years of experience defining security architecture and
authorizations

o At least 5 years of experience in implementing HANA Database security
analytic authorization

o Furthermore, the SAP Security candidate may have to participate to the « on
call » rotation in order to perform the Off hour support (outside of 8am-5pm)

e Graduation or post-Graduation from a recognized college or university,
preferably with a specialization in computer information systems,
management information systems, computer science, computer engineering

e Enterprise IT security risk assessments and related frameworks (e.g., ISO
27000 series, NIST 800 Series, COBIT, IT General Controls)

o At least 3 years of consulting experience in SAP GRC



