Example of SAP Security Analyst Job Description
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Our innovative and growing company is hiring for a SAP security analyst. Please
review the list of responsibilities and qualifications. While this is our ideal list, we
will consider candidates that do not necessarily have all of the qualifications, but
have sufficient experience and talent.

Responsibilities for SAP security analyst

e Working with Global Information Systems (GIS) business analysts, project
teams, and business users in determining the security requirements for the
requests or projects

e Create and modify Systems, Applications, and Products (SAP) Advanced
Business Application Programming (ABAP) roles based on incident and ad-
hoc request or project requirements

e Administration of Systems, Applications, and Products (SAP) user’s roles
based on requirements on incident and ad-hoc request or project
requirements

e Create and modify roles, groups, and packages at the HANA Database level
along with other security activities on HANA Studio or HANA Cockpit

o Create test IDs and coordinate testing activities of any new/modified role

e Execute SU25 transaction on identified upgraded/new systems, and work
with the Global Information Systems (GIS) business analysts in getting
Systems, Applications, and Products (SAP) roles updated and migrated to
Production

e Troubleshoot authorization errors, and identify missing authorizations on all
Systems, Applications, and Products (SAP) systems

e Interfacing with, and gathering requirements from Business and technical
users

e Updating Systems, Applications, and Products (SAP) roles and their owners in
the WPASS role owner database



Qualifications for SAP security analyst

» Proven organizational skills to handle multiple priorities

e Minimum of five years progressive SAP Security experience

e Strong desire to build, improve and maintain a pristine SAP landscape

e Demonstrated understanding of Segregation of Duties concepts and
Sarbanes-Oxley framework

e Highly responsive with a strong sense of ownership in building and
maintaining positive customer relationships

» Process-oriented with high attention to detail in exercising experience-based
judgement to determine appropriate methods and actions



