
Our growing company is hiring for a principal security architect. We appreciate
you taking the time to review the list of qualifications and to apply for the
position. If you don’t fill all of the qualifications, you may still be considered
depending on your level of experience.

Responsibilities for principal security architect

Monitoring Infrastructure - network capture/data
aggregation/deduplication/filtering
Traditional routing and switching (L2 & L3 from Cisco, Juniper and Arista)
An understanding and basic knowledge of SDN and hybrid IaaS network /
security technologies
Field, Business units and Technical teams to ensure that the most efficient
solution is designed to meet business needs
Gathers and understands client needs, finding key areas where technology
leverage is possible to improve business processes, defines architectural
approaches and communicates technology direction
Acts as architectural lead on multiple projects
Provide technical guidance on the deployment, configuration, and best
practices of enterprise event correlation and management systems, geared
towards, but not limited to, Security-relevant use-cases
Provide strategic direction, based on appropriate risk-based decision making,
to drive the direction of the core SIEM platform and other Security-relevant
data sources
Perform a lead role during the occurrence of complex security events and/or
incidents
Updates job knowledge by tracking and understanding emerging security
practices and standards

Example of Principal Security Architect Job
Description

Powered by www.VelvetJobs.com



Broad understanding of how to conduct risk assessments and the associated
methodologies involved in risk mitigation and the presentation of this work
Able to effectively and constructively interact with other teams to accomplish
business goals
Review and evaluate products in light of emerging threats
Consult with application development teams to understand and define
security requirements
Research industry trends and security practices in order to identify product
gaps with product and sales teams
Assist teams during feature and product design with logical architectural and
design models for security


