
Our innovative and growing company is looking to fill the role of principal cyber
engineer. We appreciate you taking the time to review the list of qualifications and
to apply for the position. If you don’t fill all of the qualifications, you may still be
considered depending on your level of experience.

Responsibilities for principal cyber engineer

Conduct oversight of Intermediate Cyber Support Operations Integrators
and Planners
Apply advanced knowledge of CO, MISO, MILDEC, and Cyber Enabled
Influence Operations strategies and planning
Act as the single point of contact (POC) between the Government and
contractor personnel assigned to this task order
Draft senior-level, detailed, written analyses and draft recommendations in
support of the Joint Cyber Operations Contingency Planning Process concept
Analyze and make recommendations to the Government on cyberspace
operations policies and directives for the SOF enterprise and national level
decision makers
Participate in and provide support to Joint Planning Groups (JPGs),
Operational Planning Teams (OPTs), and all other planning meetings by
developing agendas, multimedia presentations, facilitating and contributing
to discussions, and documenting meetings through submission of written
meeting notes and After Action Reports (AARs) to leadership no later than
(NLT) five business days after completion of subject meeting
Cultivate and maintain relationships with combatant command Joint Cyber
Centers (JCC), Theater Special Operations Commands (TSOCs),
USCYBERCOM , Interagency (IA), and non-government organizations
involved in cyber planning, synchronization, integration, cyber requirements
identification and vetting, and other related mission areas (i.e., Military
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Integrate various command elements (to include lower echelon units, service
components, and cyberspace community entities) into planning to ensure
cyber expertise, as necessary and to de-conflict and synchronize with other
planning efforts
Draft, coordinate, and document CO, MISO, MILDEC, and Cyber Enabled
Influence Operations strategies, plans, and planning documents
Provide iterative, written and oral inputs and recommendations, via briefings
and point papers/talking points, for the development and refinement of
USSOCOM CO, MISO, MILDEC and other Influence Operations objectives,
priorities, strategies, plans, and planning documents

Qualifications for principal cyber engineer

Ability to create, update, and maintain documentation, diagrams, and
security documentation
Hands-on experience with security assessment tools, analysis, and reporting
Knowledge of Cyber Security Assessment Engineering
Ability to travel for on-site engagement
Security Controls Testing / Vulnerability Assessment
Familiarity with ICD 503, Assessment and Authorization


