Example of Network Support Specialist Job
Description
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Our company is growing rapidly and is hiring for a network support specialist. To
join our growing team, please review the list of responsibilities and qualifications.

Responsibilities for network support specialist

e Proactively determine improvement points for network in scope

e Document the network solution

e Maintain integrity of the network and security

e Assist on perform annual Security re-certifications

e Maintain network servers such as VPNgateways, intrusion detection systems

o Works effectively with other team members to understand project needs in
order to implement network infrastructure solutions to meet those needs

e Perform long-term and time sensitive, in-depth technical analysis of malicious
code (malware), analyze the inner workings, and develop defensive
countermeasures

o Write forensics and/or incident response reports, investigating computer
attacks, and extract data from electronic systems

e Train team members on analysis, tools and reporting

e Perform analyses of cyber activities to identify entities of interest

Qualifications for network support specialist

e Shall have demonstrated expertise in analyzing intelligence information and
technical data, analyzing exploitation opportunities, documenting information
and processes, gathering intelligence information of an identified activity
through SIGINT and /or other intelligence disciplines

o At least 2 years of experience with Intrusion Detection Systems - Snort,
Surricata, or similar



* Years experience in an IBM PC environment and Windows servers and
Windows XP and WIN7 operating system

o Experience with Novell and AS/400 emulation preferred

e Basic proficiency in MS Office (Excel, Outlook)



