Example of Network Security Engineer Job
Description
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Our company is growing rapidly and is searching for experienced candidates for
the position of network security engineer. Thank you in advance for taking a look
at the list of responsibilities and qualifications. We look forward to reviewing your

resume.

Responsibilities for network security engineer

e Supporting Security Event Management (SEM) tools

 Escalation point for SEM related issues

e Manage and resolve incident, problem and change tickets

o Ability to analyze system logs, events and monitoring alerts

* |dentifying & investigating repeated issues and work with Network and
responsible support group

 Basic administration & troubleshooting of operating systems, custom
applications and tools

e Review reports, files, logs, and messages produced by engineers, system
administrators, and systems identifying instances of potential information
security infractions

» Respond to trouble ticket calls and requests for service

e Provide onsite technical support as necessary

e Work with NMSIII Senior engineers on the deployment, administration, and
troubleshooting of numerous security technologies

Qualifications for network security engineer
e Good foundation in networking (CCNA Security equivalent level or above)

e The individual may get involved in the analysis and the counter-action of
various types of external threats including (but not exclusive) of DDoS attacks



e They will be a Team player, a self-starter, and able to perform tasks with
limited supervision

e Travel requirements may be as high as 20% during peak activity periods

e A willingness to work a flexible schedule is a must as on-call responsibilities
will likely occur one week out of eight



