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Our innovative and growing company is looking to fill the role of network security
analyst. We appreciate you taking the time to review the list of qualifications and
to apply for the position. If you don't fill all of the qualifications, you may still be
considered depending on your level of experience.

Responsibilities for network security analyst

e Conduct analyses of existing solutions to incorporate requested
enhancements

e Review/analyze requested changes for equipment, technology and/or other
factors/trends, which may affect existing solution

e Implement government IDS and IPS design/deployment with government
approval

o Develop/write custom IDS and IPS signatures and update proprietary
signatures with government approval

e Develop SOP and other technical documentation for the IDS infrastructure
|AW with current government policy

e Follow intrusion and escalation processes and procedures IAW with current
government policy

e This position is on a shift schedule, working a 10 hour by 4 shift, potentially
nights

e This position is a shift work position working a 2-2-3 Panama schedule

e Manage the audit process

e Serve as a liaison between IT and the audit team

Qualifications for network security analyst

» Well-spoken and articulate, confidence in explaining technical matters
e Technical aptitude and interest related to networking, Internet, and computer



e Basic knowledge with ACS external database authentication methods like
AD, RSA

e Master’s degree in Computer Information Systems, Computer Science,
Information Technology, Information Science, Information Systems, or a
related academic disciplines of science, technology, engineering, or
mathematics

e Oversee all change management



