Example of Network Security Analyst Job Description
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Our innovative and growing company is looking to fill the role of network security
analyst. If you are looking for an exciting place to work, please take a look at the
list of qualifications below.

Responsibilities for network security analyst

e Articulate customers’ business and technical objectives and transform it into
technical solutions

e Document computer security policies, procedures and provide alternative
solutions to requests that violate policies

e Briefing the customer on recommended courses of action, as applicable

e Capturing lessons learned and documenting them in Standard Operating
Procedures (SOP)

e Collaborating with other teams to deconflict and resolve issues

e Develop and formalize a process whereby the review of submissions is
streamlined

e Conduct briefings to senior leadership, as required by the government

e Conduct incident response IAW DoD/IC policy (Chairman of the Joint Chiefs
Staff Manual/CJCSM 6510, Intelligence Community Standard/ICS 502 and
industry best practices such as NIST Special Publication 800-61)

e Apply knowledge of information security services/analysis concepts, practices
and procedures

e Research, design, develop, deploy, configure, administer, and maintain
enterprise-wide Intrusion Detection System (IDS), Intrusion Prevention
System (IPS) and Security Information/Event Management (SIEM)
infrastructure

Qualifications for network security analyst



Previous experience deploying host based mitigation tools

Deep understanding of information security principles

Ability to plan own work to meet assigned schedules and targets to direct
others

Flexibility and ability to work both in a team individually



