Example of Network Cyber Security Job Description

\'

Powered by www.VelvetJobs.com

Our company is searching for experienced candidates for the position of network
cyber security. Please review the list of responsibilities and qualifications. While
this is our ideal list, we will consider candidates that do not necessarily have all of
the qualifications, but have sufficient experience and talent.

Responsibilities for network cyber security

 Daily monitor real time and respond to all cyber security events, alerts and
consoles

e Investigate events by analyzing raw network traffic (PCAP), event logs and
other corollary information as needed to determine severity of the event

» Answer phone, create tickets, investigate events of interest, and escalate
significant events as needed to next level

e Monitor spam email inbox and analyze emails for threats

e Daily hand off and exchange of information between shifts

e Provide research development, implementation and review of Akima’s
information security to prevent unauthorized attacks

e Provide technical support, advice, and analysis in cyber security policy
formulation

e Provide malicious attack and risk mitigation analysis program protection
engineering

e Assist with requirements and concepts of operation for cyber security

 Assist in program protection and information assurance aspects of
developmental planning, systems acquisition and operational employment of
systems

Qualifications for network cyber security

e Understanding of streaming media applications



e Experience with Cisco switching and routing equipment

o Candidate must have a solid understanding of cyber defensive architecture
and technologies required to protect, detect and respond to cyber threats
and attack

e Demonstrate success leading and conducting senior level security risk

analysis



