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Our company is searching for experienced candidates for the position of network
cyber security. Please review the list of responsibilities and qualifications. While
this is our ideal list, we will consider candidates that do not necessarily have all of
the qualifications, but have sufficient experience and talent.

Responsibilities for network cyber security

o Coordinate execution of relevant cybersecurity and corporate IT projects and
programs affecting changes to our Corporate environments (including
network) from a cybersecurity planning and process perspective

o Write, elicit, review, edit physical and logical diagrams

e Write technical support documentation

e Setup and coordinate meetings with various Cybersecurity engineering,
Network Operations/Engineering teammates and customer teams)

e |dentify and address gaps in physical and logical diagrams from a
cybersecurity perspective

e Identify and address gaps in runbooks used to execute our cybersecurity
environment changes

o Utilize the Skybox compliance tool to deliver reports and

e Manages the full range of security issues including architectures, firewalls,
electronic data traffic, and network access

e Integrates architectural features into existing infrastructures

e May support acquisition of hardware and software, , subcontractor services

Qualifications for network cyber security
e Working knowledge in a Linux command line environment (awk, sed, grep, )

or Windows equivalent (Powershell) to analyze log files and locate anomalies
e Understanding of Security Operations Center, its SLA, KPIs is highly desirable



o 3 years Network System Administration

e 12+ years of increasing responsibility within Cybersecurity or related
Technical fields and in particular positioning and delivering private cloud
based environments & applications



