Example of Manager, IT Security Job Description
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Our company is growing rapidly and is hiring for a manager, IT security. If you are
looking for an exciting place to work, please take a look at the list of qualifications
below.

Responsibilities for manager, IT security

e Perform software installations and upgrades to operating systems

¢ Plans, organizes, and directs the activities of the infrastructure and
operations, telecommunications, and security teams

e Develops and implements long-range strategic plans for data center
operations, infrastructure architecture and engineering, and
telecommunications

e Assists Help Desk staff in providing technical support to all firm technology
users, and completes requests for assistance in dealing with hardware and
software problems including operating systems, application systems, printers

e Ensure acceptable levels of performance are met for the technical
infrastructure

o Exercise authority to implement security controls across all technologies
including mobile devices, personal computers, servers, storage, Web portals
and DMZs, networks and plant process control systems

e Manage the IT Security Operations Security Engineering service

o Oversight of strategic security solutions

e Work with vendors and IT teams to ensure that defined configurations are
appropriately implemented

e Development of reporting and other security logic to support security, IT and
business requirements

Qualifications for manager, IT security



Systems, and Penetration Testing tools

Experience with Nexpose, Cisco security suite of products, LogRhythm, and
Linux

Working knowledge of information security concepts and practices preferred
Proven track record in client relationship management and ability to
effectively communicate with senior level management

Demonstrated ability to effectively manage highly visible projects and
activities

Effectively represent the company and interact with internal and external
contacts



