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Our company is looking for a manager, IT security. We appreciate you taking the
time to review the list of qualifications and to apply for the position. If you don't
fill all of the qualifications, you may still be considered depending on your level of
experience.

Responsibilities for manager, IT security

e Working closely with IT architecture and other IT teams to define and manage
technical security configuration standards for a range of in-scope
technologies, including network perimeter, distributed operating systems and
endpoint security technologies

e Coordinates project activities as needed with internal and external
stakeholders

» Provides project status reports and briefings

» Management, development and maintenance of a portfolio of Information
Security systems/technologies/processes

e Responsible for running/maintaining the systems/technologies/processes
according to agreed upon Service Level Agreements and delivering agreed
upon enhancements within a defined budget

e Manage of the IT Security Budget forecast and actuals

» Manage relationships with external Information Security service providers

o Create a security strategy and roadmap for the MCMS Information
Technology products and services

e Serve as a conduit between your business partner and GSO teams

o Stay current on emerging threats, challenges

Qualifications for manager, IT security

e Relevant hardware, including firewalls, routers, hubs, bridges, switches,



Solid background in current technology (i.e., IDS/IPS, DLP, firewalls, endpoint
protection, SIEM, vulnerability management, application security tools)
Maintains and updates security policies and procedures

Manages reoccurring coordination meetings and internal communications
Works with technical project leaders to develop sound technical approaches,
work breakdown structure, and predictable milestones

PMP, CISSP, or HCISPP certifications are strongly preferred



