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Our growing company is looking to fill the role of lead security architect. To join
our growing team, please review the list of responsibilities and qualifications.

Responsibilities for lead security architect

¢ Understand detail-level stakeholder (customer, engineering, ) requirements in
order to translate them into technical security specifications

e Perform security architecture duties such as security design review on large,
complex solutions (application and infrastructure)

e Lead Security Architect will be tasked to plan, analyze, design, configure,
test, implement, maintain and support the Client’s computer and network
security infrastructure

o Serves as a Cyber Security advisor to the client

e Communicates and supports key security initiatives within delivery

e Proactively monitors industry threat landscape and advises client entities to
adjust security operations and practice

* Prioritize support requests to ensure optimum allocation of resources

e Ensure successful delivery of security assignments

 Serve as the focal point to executives for any escalations relating to Cyber
Security

e Architect and design information security solutions to meet business
objectives and align to the adopted enterprise security framework to ensure
appropriate and effective security controls are built in from the start

Qualifications for lead security architect
e Experience in data security aspects in various settings- , Virtualization and

Cloud Security, collaboration tools, identity management
e CISSP-CSSLP Certification preferred



e 5 or more years of security design and architecture is preferred
e Demonstrated ability to identify application security requirements and
validate implementation of specified requirements into a robust architecture

that sufficiently protects valuable digital resources is preferred



