Example of IT Security Specialist Job Description
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Our company is looking to fill the role of IT security specialist. If you are looking
for an exciting place to work, please take a look at the list of qualifications below.

Responsibilities for IT security specialist

¢ Monitors and manages security devices such as Firewalls, Intrusion Prevention
Systems (IPS), Intrusion Detection Systems (IDS), VPN devices, and Security
Event Management Systems

¢ Assist in local Internal Control Catalogue assessments

e Perform security team compliance reviews

o Security advisory service in general (both to business, local IT and
outsourcing providers)

e Education and training of employees in IT security in general

* Security review summary from initial security review of new projects

* Risk treatment plans

e ISMS implementation and compliance

e |T audit corrective action plans

¢ Local assessments

Qualifications for IT security specialist

e |A Certifications Level Il

e Communicate and escalate security issues to management and key
stakeholders

e Implement and maintain information security procedures and Standards in
accordance with the Group IS/IT Security Policies

e Ensure the quality of information security services to Markets, business &
functional units and act as an escalation point for Security related services

e SPOC for projects to ensure they comply with Security standards






