Example of IT Security Specialist Job Description
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Our company is growing rapidly and is looking to fill the role of IT security
specialist. Please review the list of responsibilities and qualifications. While this is
our ideal list, we will consider candidates that do not necessarily have all of the
qualifications, but have sufficient experience and talent.

Responsibilities for IT security specialist

e Run/Attend management systems as required, which identifies and reports
on Identity and Access Management non compliances which must then be
tracked through to resolution

e Supporting audits and internal compliance initiatives

e Define, manage & derive IT security requirements

» Facilitate and participate in risk management activities related to IT security

e Perform risk assessments of new regional IT projects

 Facilitate and participate in security testing activities related to IT security

» Follow-up on risk treatment plans and results from security testing activities

e Monitor and measure compliance with the ISMS

 Facilitate and participate in regional IT audits

 Establish and follow-up on corrective action plans from regional IT audits

Qualifications for IT security specialist

e Bachelor's degree in computer science, engineering or five years of
comparable work experience

e Conduct systematic security assessments of solutions (including on premise
and external solutions such Nestlé Web Sites, Cloud Solutions, ) to identify
security risks

e Provide advice to the stakeholders to mitigate the security risks and validate
compliance with Nestlé security Standards and industry best practice and



e Design, implement and test compliant network security systems and
solutions, including digital and cloud

e Ensure new solutions are implemented "Secure & Compliant by Design”
following a risk based methodology

¢ In conjunction with the Nestlé Security Operations Center ("SOC") provide an
incident investigation and response service



