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Our innovative and growing company is looking to fill the role of IT security

manager. Please review the list of responsibilities and qualifications. While this is

our ideal list, we will consider candidates that do not necessarily have all of the

qualifications, but have sufficient experience and talent.

Responsibilities for IT security manager

Performing complex operating system and network security investigations
Performing and reviewing vulnerability evaluations of software and hardware
such as workstations, servers and network devices

Providing technical resolution for complex system issues and root cause
analysis on security events and incidents

Managing the security operations team

Reviews security features of new systems, ensuring they meet existing
security requirements and policies

Develops an Information Security Awareness program

Provide strategic direction to track managers

Evaluates and defines client requirements for IT risk & security projects
Defines scope and estimates project costs and details

Directs engagements by managing junior staff or contractors to meet project

commitments

Qualifications for IT security manager

Additional experience beyond 8 years may be substituted for a degree
Management training or experience

At least 7 years of progressive working experience in Information Security or
a related discipline such as Infrastructure security or Network security

Have experience investigating and leading a Cyber Incident Response team



e Knowledge of core networking technologies such as TCP/IP, DNS, and DHCP
o CISSP or other security certifications such as ones from GIAC



