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Our growing company is searching for experienced candidates for the position of
IT security manager. Thank you in advance for taking a look at the list of
responsibilities and qualifications. We look forward to reviewing your resume.

Responsibilities for IT security manager

e Conducts vulnerability analysis and threat assessment

» Evaluates security products and recommends solutions for control
enhancement

o Establishes metrics to ensure continuous improvement and ongoing
compliance

e Provides ongoing analysis and assessment in support of incident response
activities

» Responsible for leading the day-to-day IT Security operational activities

» Proactively manage projects towards achievement of business objectives
while adhering to agreed scope, time, quality and budget

e Work with the Principal Architect and Engineering Lead to understand the
project scope and design and prepare implementation plans

e Work with the Transition Lead to ensure smooth conversion to an operational
state including all necessary deliverables from well-defined training plans to
defined operational KPIs for success

» Develop project charters, comprehensive plans, budgets, success criteria,
metrics, status reporting, communications and other deliverables to ensure
successful delivery of projects

e Manage project budgets and departmental reporting to ensure accurate
reporting and timely updates for overall IT financial management processes

Qualifications for IT security manager



architecture

Excellent understanding of broad spectrum of technologies to include
operations system, active directory, DNS, Messaging

Knowledge of information security, IT infrastructure and systems
development

Professional security related qualification

Experience with implementing and operating IPS and WAF security devices
Extensive knowledge of networking technologies



