
Our company is hiring for an IT security manager. Please review the list of
responsibilities and qualifications. While this is our ideal list, we will consider
candidates that do not necessarily have all of the qualifications, but have sufficient
experience and talent.

Responsibilities for IT security manager

Supports IPS and WAF systems, including maintaining 24/7 on call support
and implementing change requests
Responsible for the updating and tuning of security devices to ensure proper
detection
Manage the review of IT Risk CoG’s policies, ensuring GTI completes
assessments on compliance and derives action plans for gaps
Manage policy gaps to ensure completion within timelines
Participate in BURCSA assessments to meet annual requirements from EORM
Act as the point person to GTI and to ORM for control substantiation plans,
status of testing and results
Analyze control testing results and make pillar profiles, recommend and
oversee risk mitigation plans and communicate to leadership management
Accountable to promote awareness of Security and IT Risk across the pillars
Relationship Management with GTI SME’s, GTI Risk Representatives, IT Risk
CoG, ORM and other relevant governing bodies
Act as reviewer for findings for the GTI Risk Group and track status of
findings for GTI

Qualifications for IT security manager

Operating system, network, and application design principles to participate
in all design activities, providing security specific guidance to the process

Example of IT Security Manager Job Description
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Mobile device management technologies
Minimum of four years of technology program and project management,
software engineering leadership or business analysis experience in a dynamic
technology department
Experience in a media or broadcast company preferred
Must be willing to work in New York, NY on a full time basis


