
Our company is looking for an information security specialist. To join our growing
team, please review the list of responsibilities and qualifications.

Responsibilities for information security specialist

Provide level 3 support for a wide range of highly complex information
security issues including secure architectures, secure electronic data traffic,
network security, and data security and privacy
Work with different entities in the enterprise to ensure compliance with
corporate rules and industry standards
You will lead ISO 27001 certification process and/or additional requirements
such as PCI or privacy requirements
You will work with executive management to determine acceptable levels of
risk for the organization
Lead and manage strategic security activities in enterprise companies
Work with multiple teams, from sales to technical during your journey to drive
both success and personal development
Assist in hardening and compliance review of Servers/Client OS
(DHS/USGCB, ), Network Devices, and other IT assets
Perform periodic and AD-Hoc Vulnerability scans
Assess the scan results, web applications, network configurations, and
recommend remediation procedures
Correctly document, triage, and respond timely to management in the course
of daily analysis and response duties

Qualifications for information security specialist

Strong understanding of large networks and systems and the interaction

Example of Information Security Specialist Job
Description
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IT Security documentation development and maintenance, SSP, CP, CM
Ability, drive and motivation to research and provide the right guidance and
find possible solutions
Minimum of 5 years experience as cyber security incident responder or threat
intelligence analyst
Experience with ElasticSearch (ELK) and Graylog


