Example of Information Security Specialist Job

Description
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Our company is hiring for an information security specialist. To join our growing
team, please review the list of responsibilities and qualifications.

Responsibilities for information security specialist

o Correlate data, analyze security events and respond to alarms using McAfee
Security Information and Event Management (SIEM) tools

e You will be asked to perform client facing role which will focus on designing
and implementation of security structures to support their information
security needs whilst working with different entities in the enterprise to
ensure compliance with corporate rules and industry standards

» You will research and Implement information security tools with our
competency centers

e Work with leading and emerging information security technologies and
standards

¢ Role requires to discuss and communicate end-to-end security solutions to
executives, business sponsors, and technical resources in a clear and concise
manner

e Analyze and evaluate security trends, vulnerabilities and provide ongoing
feedback to development team for using secure coding best practices

e Provide cost effective security solutions that maximize value to the customer
and considers constraints such as budget, timelines, local market, and
meeting customer business and security requirements

¢ Gain insight into customer's business, its security environment, and its
challenges in order to propose added value

o Keep updated with emerging security threats and alerts

e You will be able to promote operational efficiency



General knowledge of risk management processes including internal audit
and information security management

Monitoring Scheduled Tasks like Reconciliation of GroupWise Mailing Services
and Active Directory Services, Lifecycle Rules

Managing Dynamic Roles and groups

Generating and Managing Reports

Troubleshooting of errors in day to day work, regarding GW and AD
adapters, TDS, TIM, WAS, System Performance

Integration of RSA and Exchange Server Adapters with TIM is under process



