Example of Information Security Manager Job

Description
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Our growing company is looking to fill the role of information security manager. To
join our growing team, please review the list of responsibilities and qualifications.

Responsibilities for information security manager

e Demonstrating high quality team management practices with a highly
productive team

e Providing direct and indirect guidance and strategic coaching of architectural
staff

e Advising, influencing, and educating the rest of the company on matters of
security

o Communicating technical ideas and strategy clearly to technical and non-
technical audiences in multiple media (e.g., speech, presentations, and prose)

e Collaborating with Engineering and Operations management around security
goals

e Delivering results in a quickly changing environment, and making progress on
strategic and tactical goals transparent to management and cross-business
teams

» Developing and maintaining positive working relationships with business
units, including developing a strategy to support their security maturity

e Supporting product teams in understanding the risks their technical choices
bring to the business

» Reviewing new technologies and products for security implications, including
safety, compliance and operational aspects

e Providing expert advice during security incidents

Qualifications for information security manager



Industry certification in information security such as CEH, CISSP, GIAC or
equivalent

Managing a team of cybersecurity and information security professionals
supporting daily operational tasks, security services delivery, projects and
initiatives

Knowledge of security frameworks, standards, guidelines and best practices
required

Experience leading a transition from manual to automated environments, ,

tasks, processes, pipelines



