
Our company is growing rapidly and is searching for experienced candidates for
the position of information security manager. Please review the list of
responsibilities and qualifications. While this is our ideal list, we will consider
candidates that do not necessarily have all of the qualifications, but have sufficient
experience and talent.

Responsibilities for information security manager

Oversee Information Security incident response planning the investigation of
security breaches, and assist with disciplinary and legal matters associated
with such breaches as necessary
Serve as a subject matter expert providing advisory services related to
security architecture strategy security requirements implementation both
internally and at the global level
Supervise the execution of vulnerability assessments, penetration tests and
security audits
Creatively and independently provide resolution to security problems in a
cost-effective manner
Lead the security engagement with this MoD client
Initiate and conduct accreditation support
Provide expert security guidance to client stakeholders including senior
management and partner organisations
Management of security related incidents to third parties, including supply
chain organisations and their subsidiaries, testing organisations, document
and asset handlers and in-directly contracted client partners
Evaluate IT/OT security requirements to make sure they are appropriately
architected, designed, and implemented
Represent the cyber security needs of IT/OT by providing security expertise

Example of Information Security Manager Job
Description
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Qualifications for information security manager

CISSP, GIAC, CISA certifications desired
5-10 years of relevant information risk, security, and compliance experience in
a large, enterprise environment
5-10 years of direct IT Operations and infrastructure support experience
Must possess a deep understanding of Security Administration, Regulations,
Audit/Controls and Techniques
Security Administration and Management, including AD/LDAP and NTFS in
an enterprise setting
5-7 years experience in Information Security, Risk Management, Internal
Audit, Compliance or Reengineering within the Banking or Financial Services
industries


