Example of Information Security Manager Job

Description
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Our company is growing rapidly and is searching for experienced candidates for
the position of information security manager. If you are looking for an exciting
place to work, please take a look at the list of qualifications below.

Responsibilities for information security manager

e Collaborate with clients IT / Information Security teams to integrate Conifer’s
identity access management process with their existing processes

e Ensure compliance to standards and regulations such as ISO 27001, PCI DSS,
state and national laws in information security

e Monitor compliance with the Bank’s Information Security Program and Policy,
referring issues to the appropriate managers

e Experience with analyzing, troubleshooting, and investigating security-related
anomalies based on security platform reporting, network traffic, log files,
host-based and automated security alerts

 Evaluate, Architect, design, implement and support security-focused tools
and services including project leadership roles

e Participate in security compliance efforts (e.g., PCI, DSS, SOX)

e Evangelize security within Company and be an advocate for customer trust

¢ Introduce and implement ISO 27001 standard throughout the business and
ensure compliance

e Leading cross functional teams through auditing and compliance activities
including Sarbanes Oxley (SOX), Payment Card Industry (PCl), customer
audits, Internal Audit

o Establishes and manages the capability to prevent, detect, contain, mitigate

and recover from information incidents to minimize business impact

Qualifications for information security manager



The incumbent is guided by the Bank’s Information Security Policy and
Standards and the requirements of Bank regulators and auditors
departmental procedures

CISA, CISM and/or CISSP designation beneficial but not required

Prior experience in a risk and control role would be an advantage

5 years information security manager experience with a significant portion
related to the healthcare industry

Knowledge of IS systems and security

Knowledge of health information security laws (including HIPAA), regulations,
PCI, industry standards and best practices



