Example of Information Security Compliance Job

Description
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Our growing company is searching for experienced candidates for the position of
information security compliance. If you are looking for an exciting place to work,
please take a look at the list of qualifications below.

Responsibilities for information security compliance

e Focus on documenting and auditingsecurity controls on in-scope systems in
context of ISO-27001 certification and NIST 800-53 security program

e Assists VP, InfoSec Compliance facilitating external audits and providing
direct assistance to internal teams in various types of engagements

 Build and maintain relationships with IT and Business to ensure an
understanding of technology strategies, infrastructure, and applications

e Maintain team that can provide security and privacy consulting expertise at
all layers of the technology stack

e Drive change and innovation in the tools and processes used to perform our
work

e Build and deploy process in a governance, risk, and compliance system

e Advise on best tools, processes, practices and standards to ensure effective
and efficient assessment processes

 Analyze workflows, staffing, and related metrics to improve efficiency and
performance

e Hire and coach team members with an emphasis on training, motivating, and
retaining top employees to ensure a high performing team

o Assure compliance with policies, standards and controls

Qualifications for information security compliance

e CISA , CISSP, PMP,CRISC or other relevant designation required



In-depth knowledge of security-related technologies, such as Cisco PIX
firewall OS, Nokia Checkpoint firewall OS, TCP/IP, DNS, SATAN, CyberCop,
ISS, nmap, IBM Secure Way, and/or Web Single Sign-On (SSO)

Proven ability to collaboratively plan, document, and deploy IT security
operational best practices/processes

Deep understanding of security technologies and methods as they apply in
an enterprise environment

Broad understanding of retail business processes, business applications, data

flows, and requirements desired



