
Our growing company is looking to fill the role of information security advisor. We
appreciate you taking the time to review the list of qualifications and to apply for
the position. If you don’t fill all of the qualifications, you may still be considered
depending on your level of experience.

Responsibilities for information security advisor

Improve employee cybersecurity education and awareness in the Medical
business segment including global locations through socialization of
Information Security strategies and goals
Assist with incidence response planning investigation of security breaches,
disciplinary and legal matters associated with breaches as necessary in the
Medical segment
Assist in prioritizing information security initiatives and spending based on
appropriate risk management taking into account the Medical segment
business needs and priorities
Ensure information technology compliance with data privacy and other
regulations in the Medical segment
Prevents Security Problems across multiple systems
Interview business stakeholders in order to define and document Access
Control Matrix and related documents for application onboarding projects
Establish a strong working relationship with the various business partners
among Canadian Banking, International Banking, Global Banking & Markets,
Global Wealth & Insurance and internal IT&S teams to ensures access
certification and access termination changes provides value and consistency
added to the user and customer experience by onboarding applications to
the bank’s access governance platforms
Initialize continued process improvements of access governance

Example of Information Security Advisor Job
Description
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Qualifications for information security advisor

4+ years relevant work experience in Information Technology
4+ years working risk assessments with all levels of management
CISSP, CISA, CISM, CRISC or similar certification are must
Minimum three (3) years of experience in similar role
Solid understanding of ISO27001/ISO27002, IT Governance best practices,
SSAE16/PCI/COBIT/ITIL
Experience in working with legal, audit and compliance staff


