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Our growing company is hiring for an information assurance. We appreciate you
taking the time to review the list of qualifications and to apply for the position. If
you don't fill all of the qualifications, you may still be considered depending on
your level of experience.

Responsibilities for information assurance

e Work with Chief Systems Engineers, to align stakeholders to an Enterprise
Architecture, providing overall technical guidance, providing, promoting, and
delivering technical expertise

e Lead and assist in the implementation and maintenance of DoD A&A efforts,
validation of security controls, creating/maintaining security processes &
procedures and maintaining continued security compliance for the a Navy
client

¢ Cyber Risk Management

¢ Information Systems Security Engineering

e Support Cyber Defense Leads shall meet, at a minimum, Information
Assurance Manager Level Il or Information Assurance Technical Level 1l with
recent and relevant IC, DOD, or government experience in IT, IA, or
Information Security, related fields, or IA disciplines

e |A Leads could architect, plan, configure, deploy, maintain, and upgrade
COTS/GOTS and custom toolsets to address vulnerabilities and/or implement
security controls

e Apply a combination of expert engineering knowledge of enterprise IT and
security solutions to design, develop and/or implement solutions to ensure
they are consistent with enterprise architecture security policies and support
full spectrum military cyberspace operations

e Provide dedicated to support to the sustainment of systems residing in BSL3
and BSL4 containment suite



environment
» Candidate may be required to perform the same duties as Civilian position
Biomedical Engineer Technician

Qualifications for information assurance

e Global Information Assurance Certification (GIAC) Security Essentials
Certification (GSEC)

o Security Certified Network Architect (SCNA)

e Certified Information System Security Professional (CISSP) or Associate

¢ GIAC Information Security Fundamentals (GISF)

o Flexible, self-starter with the ability to interact with various levels of client
and firm management

 Ability to assist with performing audit and test procedures



